Office of Information Technology — Information Security

Rf*/ AT 20 VA oF : CAMPUS
E I :
Fay ADARSCIRG KRR BOCIAL AT § TRCILENCY \ AN Nou NcEM ENTs

| would like to warn our users regarding a phishing email containing a link to a malicious website targeting the
capture of CUNYfirst credentials.

The fraudulent email was received on another campus.
Please report to helpit@mec.cuny.edu if you receive such email and please don’t click on the link.

If you responded to the phish by clicking on the link and, you must change your CUNYfirst password immediately by
going to https://managelogin.cuny.edu/ and clicking on “Manage your CUNY Login Account” link.

The link to the malicious website (defanged) is:
hXXps://templatesbazaar.com/halimaaziz/Chesscharity/ssologin.cuny.edu.html

Screenshot of phishing email:

From: I - .cuny.edu>
Sent: Wednesday, June 3, 2020 12:11 PM
Subject: Your CUNYTirst account needs to be updated

Your CUNYfirst account needs to be updated

Click Here To UPDATE

CUNYfirst Support
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Screenshot of phishing website:
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CUNY Login

Log in with your CUNY Login credentials

if wou do not have a CUNYTirs! account, see the BAQS

Username
@login.cuny.edu =

Please make sure (o enter a valid
username (CUNYTirst Username) followed
by @login cuny edu

Fassword

Mew Liser | Forgot U ame ASEWD FETSE our Account

PROTECT YOUR PERSDNAL INFORMATION AND PRIVACY

CNLY enber your CUMNY Login pasaword on CUNY Logen websftes {ssologin. cuny édu and
iogin. cusny.edu), NEVER Share it wilh ofhvers of @nler vour CUNY Login password &l ewhirs
withod! thi approval of your campus IT department. Mo imfarmation on CUNY.@5 policies
regarding used accownts and credentials can be found in the Accaptable Lise of Computar
Aazoprces Policy

Hote: Please do not bookmark this page






