
Office of Information Technology – Information Security

I would like to warn our users regarding a phishing email containing a link to a malicious website targeting the 
capture of CUNYfirst credentials.

The fraudulent email was received on another campus. 
Please report to helpit@mec.cuny.edu if you receive such email and please don’t click on the link.

If you responded to the phish by clicking on the link and, you must change your CUNYfirst password immediately by 
going to https://managelogin.cuny.edu/ and clicking on “Manage your CUNY Login  Account” link.

The link to the malicious website (defanged) is:
hXXps://templatesbazaar.com/halimaaziz/Chesscharity/ssologin.cuny.edu.html

Screenshot of phishing email:
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