Setting up CUNY Login MFA

Navigate to
ssologin.cuny.edu/oaa/rui then login with your CUNYFIRST account
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Grant application CUNYMPACIent access to:

OAuth Mgmt openia

Click Allow

W CUNY Login Advanced Authentication (&) 21 CHANDRA CHERRYZO

Manage your authentication

You can regi ort your authentication factors here

Click the Add Authentication

Authentication Factors Factor dropdown

Add Authentication Factor

= Mobile AuthenticatoRrotTp = —— Select Mobile

O®  FIDO2 Challenge Authenticator - TOTP

O®  Yubico OTP Challenge

Setup Mobile Authenticator

/ ] Enter an easy-to-
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distinguish name

Enter the key below. manually in your Authenticator Application
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or

Scan the QR code below, from the Authenticatior application

Leave this
window open

e
Open the Microsoft Authenticator app on your mobile device (Phone)
Tap the (+) at the top right, then select “Other(google, Facebook, etc)”

Next scan the QR code on the CUNY Login Advanced Authentication page
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CUNY Login
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Tap on the name of the
account you just added

CUNY Loain
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Scan the QR code bBalow. from the Authenticatior application

Click VWerify
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Enter your one—-tirme passwvword
from your phone into the
WVWerification Code area

10.
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11. Then select “Verify and Save”

Manage vour authentication

Vo can register or Update your authentication factors hare

Authentication Factors

£ mobile Authenticator - TOTE

T he Mobile Adauathh enticator -
TOTP account has been added
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12. -
13. If VPN not install on your computer “https//vpn.mec.cuny.edu”

14. Login with your “CUNYFIRST account” then click the box “remember this decision” an check

“allow”
Choose a method to login. Remember
Choice
E Mobile Authenticator - TOTP
15. Enter OTP from device cuny-work-login-mfa > select
TOT P
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16. then select Verify

Adlower this site to open the vwmwvware —wicwwe link wwith VWMware Horion
Client 32-bit?

Choose a different application.

[ Ahvways allow httpssfwcisgateway.cuny.edu to open wmwware—
wriewar links

Opren Link Cancel

on the taskbar

18. If vpn does not load click:

19. Click get started then enter “VPN.MEC.CUNY.EDU” (first time you might have to type
“VPNTEST.MEC.CUNY.EDU” (if VPNTEST work then disconnect an type (VPN.MEC.CUNY..EDU)

20. Click the check box then press open link then enter your computer login for work.
21. Next type in your computer at work “username & password”

22. Login with your cunyfirst account “ if globalprotect is grayed out closed an reopen globalprotect



